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Executive Order __

National Security Information

The interests of the United States and its citizens require
that certain information in the Government'SApossession
concernlng our national defense and foreign relatlons be

protected unlformly agalnst unatthorlzed dlsclosure. It also is

"essential that the publlc be 1nformed concernlng the act1v1t1es

of its Government. To ensure that natlonal securlty 1nformat10n :

is adequately safeguarded,'thls Order 1dent1f1es the 1nformat10nv
to be so protected, prescrlbes c1a551f1cat10n, decla581flcat10n,
and safeguardlng standards to be followed, and establlshes a

monitorlng syatem to ensure its effectlveness.

SECTICN 1. ORIGINAL CLASSIFICATION.

1-1. Classification Desighation-

14101. Informatlon that requlres protection.againet'V‘»
unauthor1zea dlsclosure in the interest of nat10na1 securrty ;
shall be classified in one of the three categorles llsted
below.; If there is reasonable doubt as to whlch category ;e‘
approprlate, or.as to whether the lnformatlon should be ;?L;";»
claselfled at all, the 1nformat10n shall be protected at the
hlgher 1eve1 of clasulr1catlon unt1l a f1nal determldatlon 15“
made as to the need for protectlon and the level of protectlon‘

l

required. No other categorles of c1a551f1cat10n shall be used to
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jdentify information as requir ing protection in the interest .of
national security, except as otherwise provided by statute.
Nothing in this Order shall be construed as limiting the
protection afforded national security information by any other
prov1olon of law.

1-102. "Top Secret“ shall be applled to’ 1nformat10n, the

,unauthorized dlSClOSUIe of which reasonably could be expected to

cause exceptlonally grave damage to the national securlty.
1- 103. "Secret“ shall be applied to 1nforuatlon, the

unauthorlzed d1sclosure of which reasonably could be expected to

'cause ser ious damage to the national security.

l 104 uCOnfldentlal" shall be applied to 1nformat10n, the_
unauthorwzed dlsclosure of which reasonably could be expected to

cause damage to the nat10nal security.-

1?2. “Classification Authority.

v4i—201, ;Tobeecret. Authority for original classification

of 1nformat1on as Too Secret nay be exerc1sed only by the

Sectlon 1—204

Pre31dent, by such agency heads or officials as the Pre51dent may

de51g1ate by publlcatlon 1n the Federal Reglster, and by ‘

off1c1als to whon such authorlty is delegated in accordance w1th

1~202 A Secret i Authorlty for orlglnal cla551flcat10n of L
informat*on as Secret may be exercised only by such aoency heado o
or 0ff1c1als as the P:eSLdent may designate by publlcatlon 1n the

Federal Reglster, by off1c1als to whom such authorlty is
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delegated in accordance with Section 1-204, and by officials who
have Top Secret classification authority.

1-203 confidential. Authority for original classification

of information as Confldentlal may be exercised only by such
agency heads or oFfficials as the President may desxgnate by

publication in the Federal Register, by off1c1a7s to whom such.

authorlty is delegated in accordance with Sectlon 1- 204, and by
off1c1als who have Top Secret or Secret classification authorlty.

1-204 L1m1tat10n on Delegation of Original C1a551f1catlon

authority.

(a) Authorlty for orlglnal cla551f1cat10n of

information as Tou Secret may be delegated only to prlnc1pa1

subordlnate offlclals who have a need to exerc1se such

authorlty as determlned by the Pres;dent, by agency heads or‘;

 0££101a1s de31gnated pursuant to Section 1-201, or by senlor

0tf1c1als w1th Top Secret classification authorlty who have
been de51gnated in wr1t1ng to exercise thls authorlty by

" such agency headsi

- {b) Authorlty for original c1a331flcat10n of

informatlon as Secret may be delegated only to subordlnate .

‘off1c1a15 who have a need to exercise such authorlty as ‘
'determlned by the Pre31de1t, by agency heads or Offlcié}s

'de51gnated pursuant to Sectloq 1-201 and 1- 202, or by

OfflClalS w1th Top Sec:et classification auehorlty. ‘
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(c) Authority for or iginal classification of

information as confidential may be delegated only to
- subordinate officials who have a need to exercise such

authority as determined by the President, by agency heads
designated pursuant to Sections 1-201, 1-202, and 1-203, or
by officials with Top Secret classification'authorityi_.

(d) Each delegation of original classificatioa |
;authqrity Shali be‘in writing by name of»official 6# title

_d»of position held.

(e)} ﬁelegations of eriginal classification authority
. shall be llmlted to the absolute minimum requlred to |
'exerc1ee such authority to effectively and eff1c1ent1y
-.admlnlster thls Order. Agency heads shall be respon51b1e
hiifor ensurlng that 0ff101alS so designated have a

?idemonstrable and contlnulng need to exercise such authorlty.

1 205 | xce§tional Cases; When an employee, contractor,-or

.grantee of an agency that does not have orlglnal c1a551f1cat10n
authorltv orlg1nates 1nformat10n belleved by the employee,

. contractor, or grantee to requlre cla551f1cat10n, the 1nformat10n

‘v-\'~
¢

fjshall be protected 1n a manner con51stent w1th thlS Order and its
'1nplenent1ng dzrectlves. The 1nformatlon shall be transmltted
' proﬁbtly under adequate safeguards to the agency whlch has

,z,,

approprlate subject matter interest and classification authorlty

with respect to thls 1nfornat10n. That agency shall dec1de
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within thirty (30) days whether to classify this information. If
it is not clear which agency has classification responsibility
for this information, it shall be sent to the Director of the
Information Security Oversight Ofice for review. The Director
shall consult with any agency determined to have a subject matter

interest in this information before making a classification

determination.

1-3. Classification Requirements. |
1-301. Information shall be considered for classification

if it concerns:
(a) military plans, wezpons, Or operations;‘
. (b) the vulnerabilities or capabilities of systems,
'installations, projects, or plans vital to the national
security;

" (c) foreign government information;

(d) inteliigence activicies (including special

activities), or intelligence sources or methods;

(e) foreign relations or foreign activities of the

United States;
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(£) scientific, technological, OF economic matters

relating to the national security;

“(g) United States Government programs for safeguarding

nuclear materials ox facilities;
(h) cryptology;

(i)i matters whose disclosure mlght place theklife or

safety of an 1ndlv1dual in joopardy,

-(j) technlques, procecnres or material relating to the
protectlve m15510n of the United States Secret Serv1ce or

other agenc1es w1th 51m11ar respon51b111t1es,

'(k)o-avoonfidenﬁial source; Or

v(l)' other categorles of 1nforwat10n whlch are related
to the natlonal securlty and which requ1re protectlon
agalnst unauthorlzed dlsclosure as determined by the'

"Pre51dent or by agency heads who have orlglnal

'wg“cla551f1catlon authorlty. zny determlnatlon made under thls

’flsubsectlon shall be reported promptly to the Dlrector Of the-ﬁ

o AP

i'Infornatlon Secur1ty Over81gnt Offlce..'

'l 302. Informatlon wnlch is determlned to concern one or .

more of the categorles 1n Sectlon 1—301 shall be c1a551f1ed when
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an 6rigina1 classification authority also determines that its
unauthor ized disclosure reasonably could be expected to cause
demage to the national security. In considering whether the
disclosure of information could be expected to cause damage to
the national security, it is uoﬁ necessary to consider.such
information in isolation.' Information shall be classifiedvif its
unauthorized disclosure, when considered in the contexc of\
related information, reasonably cou}d be expeccec to cause such
damage. .
1-303. Unauthorized dlsclosure of foreign governmentj

information, cryptologlc information, information whlch could
compromise the 1dent1ty of a confidential source, or 1nformap;on
relating to 1ntelllgence act1v1t1es (1nclud1ng soec1a1 | |
activities), or 1ntelllgence sources oOr methods, is presumed to
cause damuge to the natlonal securlty. '

| 1 304 » Informatlon cla531f1ed in accordance w1th Sectlon
1~ 3 shall not be dec1a551f1ed automatlcally as a result of anj
unoff1c1a1 publlcatlon or 1nadvertent or unauthorized dlsclosure

in the Unlted States or abroad of 1dent1cal or suﬂllar

o information.

2 l*é..EDufation'of Classification.

'"fiiéoii Informatlon shall be cla551f1ed for as long as_

. requlred ey natlonal securlty con51deratlons. Procedures shall

be developed by agencies to ensure the effectiveness ahd

integrity of the classification system while eliminating the
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‘1-402. Informatloh sub]ect to automatlc declassification
ursuant to llmltatlons on duratlon of cla851flcat10n spec1f1ed
in predecessor orders shall not be automatlcally dec1a551f1eq,
but shall be reviewed toO determine if national securlty‘

ncies”
de51gnated phrsuant to Sectlon 1-2 and the heads of age |

hi h had orlglnal cla051flcat10n authority under predecessoz
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1-5. 1Identification and Markings.

»

1-501. At the time oé original classification, the
following shall be shown on the face of all classified documents,
and prominently displayed, where practicable, on all other'fOrms
of classified information, except where such markings would
reveal a confidential source o# relationship not otherwise

evident from the face of such docuaents or information:
(a) the.office'of or igin;

(b) the date or event for declassification or the
?’ﬁoﬁa£i0h>“'beclaseify ﬂpon Notification of Originator”; and

: (c) one of the three classification'designations

17éefined in Section 1-1.

1~502 Only the de51gnat‘ons Top Secret secret, or 3
Confldent1a1 may be used to identify cla351f1ed 1nfornat10n.
Marklngs such as "For 0ff1c1al Use Only"”, "Limited Of£1C1a1 Use

. or "Sen51t1ve shall not be used for that purpose.

~ 1 503. Each cla551f1ed document shall, by narklng or other T

'means, mdlcate thCh portlons are ClaSolfled, with the

' appllcable cla551f1cat10n de31gnatlon, and whlch portlons are not

.;c1a551f1ed B The Pre51dent and agency heads de31gﬂated pursudnt Q::::::T~
: g,to Sectlon 1 2 may; fo: good cause, exc0pt 1nfornat10n under

:'f:thelr cla s1f1cation Jurlsdlctlon from thlS portlon—narklng

requlrement ‘ .
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1-504. Foreign government information shall either retain
its original classification designation or be assigned a‘United
States classification designation that shall ensure a degfee of
protection at least equivalent to that required by the entity

that furnished the information.-

1-6. NLimitations on Classification.

1-601. 7C1asSification shall be determined solelyvon théA
basis of nat10na1 securlty con51derat10n8. In no case shall
1nformat10n be cla351f1ed in order to conceal v101at10ns of 1a§,‘
ineff1c1ency or admlnlstratlve error, to prevent embarrassment to
a person, or organization or agency, OX to restrain compe;1t10n,l>‘
or to prevent for any other reason the release of infofnation
whlch does not requlre protectlon in the 1nterest of nat10nal
security.

:"1-602. Classification may hot be used to'limit
disseﬁination of infermaeion‘that is not classifiable under the
provisions of this Order or to prevent or delay the_ppblic
release of such 1nformat10n.

1 603. A document may be c1a551fled after an ageney ﬁas
reeelved a request for the docunent under the Freedom of ’
Infosmatlon Act (5 U S C 552) or the Prlvacy Act of 1974 (5
U. S C 552a), or the Mandatory Rev1ew prov151ons of th1s Order

(Sectlon 3- 4) 1f such c1a531flcat10n is appropriate under this

Order and 1s authorlzed by the agency head by the deputy agency

head by senior agency offlclals designated by agency heads, or

Approved For Release 2005/08/02 CIA-RDP87B01034R000200050052-2
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by an official with Top secret classification authority.
Classification authority under thisAprovision shall be exercised
personally, on a document—by—-document basis.

1-604. Information which has been reviewed for
declassification under»the procedural and substantive criteria of

E.O 12065 pursuant to a Freedom oOf Information Act or Privacy
- [¢) -

Act or mandatory Review request whleh is still pending at the

tlme this Order becomes effectlve, need not be rerev1ewed undez
the prov151ons of this Order, thoucq an agency may in 1ts sole
dlscretlon apply the prOV131ons of this Order to such pendlng

requests.

SECTION’2. DERiVATIVE CLASSIFICATION.

2-1.A Use of Derivative Classification.

2 101 Persons who only reproﬁuce, extract, or summarize

-c1a551rled 1nfornat10n, or who ﬂeroly apply c1a551f1cat10n,

viF7mark1ngs derlved from source materral or as directed by a

s cla551f1cat10n gulde, neea not possess or1g1na1 c1a551f1cat10n

q‘,authorlty.-

2 102» persons who apply such derivative‘classificarrep“_:nlvztﬁitl

xmarxlngs sha11°

ﬁﬂ(é)’ observe ana respect original c1a551f1cat1on s

deC151ons, whlch shall not be altered by the use of a

‘cla551flcatlon level,.tlme 1izmik, or other marklng dlfferent
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from the original on any COpPY, extract, paraphrase,
restatement, or summary qf any classified item except as
Specified'under approved procedures for downgrading,
declassification, Or classification review in accordance

with Section 3 below; and

(b) carry forward to any newly created documents any

assigned dates or events for declassification and any

“additional authorized markings. A single decla551f1cat10n

.date or event may be used for documents cla551f1ed on»tth.

basis of multlple sources.

2-2. Classification Guides.

2—201:- Agencies may pro nulgate classification guldes to
facilitate the proper and unlforn classification of
informatioh. To the extent that information is c1a551f1ed
pursuant to these guides, such classification is uerlvatlve

classification.

9 202 Eachvguide shall be approved personally and in_“ »:.

-writing by an approprlate cla551flcation authority. Such

.approval constitutes an orlglnal c1a551L1catlon dec151o§.
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Section 3. DECLASSIFICATION AND DOWNGRADING.

3-1. Declassification Authority.

IB;idi; iﬁforﬁetion shall be declassified or down ;adea as
soon as national securlty con51derat1ons permit. Agencies shall
coordinate thelr review of classified 1nformatlon with other
agenc1es that have a d1rect 1nterest in the subject matter.,
Information that contlnues to meet the cla551f1catlon
requlrements prescrlbed by Sectlon 1-3 despite the passage of
time will continue to be protected in accordance w1th this Order.

3-102. To the fullest extent practicable, 1nformat10n shall
be declaa51f1ed or downgraded by the official who authorlzed the
: orlglnal c1a551f1catlon 1f that off1c1a1 is stlll serving in the

same p051t10n, or by the orwglnator s officially authorlzed

":successor.h Dec1a551flcat10n and downgradlng authority also may

be exerc1 ea by a Quperv1sory off1c1al of the orxglnal c1a551f1er
. Or successor, or by officials delegated such authority by a

senlor“agency OfflClal desxgnated pursuant to Sectlon 5- “Ol(a),‘

-

"_eunder predecessor orders._,;,,“

3*103. The prov131ons of this section shall apply to'

: agenc1es w“‘ch, undet the terms of this Order, do not have

AR orlglnal cla551flcat10n authorlty, but whlch had such authorlty

' 'Approved For Release 2005/08/02 : CIA-RDP87B01034R000200050052-2
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3-2. Transferred Information.

3-201. In the case of classified information transferred in
conjunction with a transfer of functions, and not merely for
storage purposes, the receiving agency shall be deemed to be the
originating agency for purposes of this Order.

3-202. In the case of classified 1nformat10n Whlch is not
off1c1a11y transferred as descrlbed in Sectlon 3—201, but whlchﬁ
orlglnated in an agency whlch has ceased to exist and for whlch
there is no succesuor agency, each agency in posse551on of such
1nformat10n shall be deemed to be the orlglnatlng agency for
purposes of this Order. such information may te decla551f;ed orf
downgraded by the agency in possession after consultation with
any other agency which has an interest in the subject matter of
the information. o .?”' o e A

3 203 Classifled information transferred to the General
Serv1ccs Adn1nlstrat1on for accession 1nto the Archives of the
United States shall be downgraded or declasalfled in accordance
with thlS Order, with directives of the Pre51dent 1ssued through
the Natlonal Security Counc11, and w1th agency guldellnes
promulgated in consultation with the Information Security

Oversightdoffice.

3~3.V Systematlc Rev1ew for Dec1a351f1catlon.

3-301. The Pre51dent and agency heads de51gnated pursuant
tOFSECthH 1- 2, 1nc1ud1ng the heads of agenCLes wnlch had B

original claSSLflcatlon authority under predecessor orders, may
Approved For Release 2005/08/02 : CIA- -RDP87B01034R000200050052-2
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establish procedures for the systematic review of classified
inforﬁation constituting permanently valuable records of the
Government as defined in 44 U.S.C. 2103, and information in the
pOSSeS¢10n and control of the AdQ1nlstrator of General Servlces,
pursuant to 44 U.S. C. 2107 or 210/ note, for the purpose of
declassifying or downgrading_such information. Guldellnesv
concerning systematic review for declassification may be issued
'by such agency heads for cla551f1~d information under thelr.“l.
jurlsdxctlon after consultatlon with the Archivist of the Unlted
States and rev1ew by the Informat1on Security Overalght Offlce
Informatlon for which no systenatvc decla851f1catlon guldellnes
are issued, or 1n£ormat10n whlch is not 1dent1f1ed 1n these .
guidelinee as requiring 5ystemat1c review, and for wvhich a prio;
declaseifécation date haé not been established, shall.be.sgbject
to revvew for dec1a551f1cat10n in accordance with the provisions
of Sectxon 3 4 | A . ' B
3- 302 The Secretary of Defense may establish spec1a1

procedures for systenatlc rev1ew for declassification of |
cryptolog1c information, and the Director of Central Intelligence
may establlsh speclal procedures for syStematic ieview for
declaSSVflcatlon of 1nformat10n pertaining to 1nee111gence ;_
- act1v1t1es (1nc1udlng spec1a1 act1v1t1es), or 1ntelllgence ’

‘sources or methods.

3 303 Guldellnes 1ssued pursuant to this SeCLlon shall be
used by the ArchlVlst of the Unlted States and, upon approval of -
" the 1ssu1rg authovlty, any agency having custody of the

1nformation.
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3-4. Mandatory Review for peclassification.

3-401. Except as provided in section 3-402, all information
Cla851LJod under this Order Or predecessor orders shall be
subject to a review for decla sification by the orlalnetlng

agency., prov ided that:

(a) the request is made by a United States citizen or
permanent resident alien, or a federal, state or local

United States governmental body or agency, and

(b) the request descr ibes the documents or material
containing the information sought with sufficient
specificity to enable the agency to locate it with a

reasonable amount of effort.

3 402 Inforﬁetion less than ten years oldﬂwhich was
orlglnated by the Pre51dent, the White House Staff, by‘committees‘
or commlsslons appolnted by the President, or by others dCtlng on
behalf of the President, 1nclud1ng such information in the

posse551on and control of the Administrator of General Serv1ces

£ pursuant to 44 U s.C. 2107 or 2107 note, is exemoted from the

prov1sxons of Sectlon 3-401. Such 1nformat10n over ten years old:
’shall be Subject to mandatory review for declass1f1cat10n in
accordance w1th the prov1glons of this Section. |

3 403. Agenc1es conductlng a manaatory review for

d°C1a551f1cat10n shall GeClaSSLfy and release 1nformat10n no
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longer requiring protection under this Order unless withholding
otherwise is warranted under the rreedom of Information Act, the
Privacy Act, or other applicable law.

3-404 Agency heads shall develop procedures to process

" reguests for the mandatory review of classified information. The

Secretary of Defense shall develop special procedures for the
rev1ew of cryptologlc 1nformat10n, and fhe Director of Central
intelligence shall develop special orocedures for the review of
information pertaining to intellioence act1v1t1es (1ncludlng
special act1v1t1es), or intelligence sources OL methods, after
approprlate consultatlon with affected agenc1es. The Arch1v1st |
shall develop special procedures for the review of 1nformat;on in
the possession and_control of the administrator of Genera}» -
Services pursuant to 44 U.5.C. 2107 or 2107 note. All proeedures
for mandatory reviewAshall be reviswed by the Director, “
Informaﬁion Securiéy Oversight Office, to ensure thet FhQY,are
coﬁsistent'with this Order. »

| 3-405., In response to a requast for'informasion under the
Freedom of Inforhatioﬁ Act, the Privacy Act, or the ﬁandatory
Rev1ew prov151ons of this Order: |

(a) an agency shall refuse to confirm or deny the ex15tence'

or non;exlstence of reqdested information whenever the fact of |
its ex1stence or.non—ex1stence is 1tself cla551f§able uoden th1s

Order. o ‘~¢f¥

(b) hnen an sgency recelves any request for documents in
its custoedy Phat were cla551fled by another agency. 1t shall
refer the request to the orlglnatlng agency for processlng,Aand
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may, after consultation with the originating agency, inform the

requester of the referral. 1In cases in which a response under

Section 3-405(a) is determined to be required, the referring

agency shall respond to the reguester consistent with éhat Section.-
3-406. Requests for declassification which are submitted |

under the provisions of the Freedom of Information Act or Privacy

Act shall be processed in accordance with the provisions of those>

Acts.

SECTION 4. SAFEGUARDING.

4-]. General Restrictions on Access.

4-101. A person is eligible for access to.claséifiedi
information only after a formal determination of trustworthiness
has been reached by agency heads or designated sénior officials
and provided ﬁhat éuch‘acceSS is essential td the accom@iishmeng;;
of authorized and lawful Governmant pufposes or contrac£uél |
obligatidns. In order to méke tnis determination, agenéies éré> L
authorized to collect background data on individuals; inciuding
criminal Justice information.* Agency heads designated pdrsuanﬁ-f'~
to ééction 1-2 shall jssue and maintain minimum investiéggiQe i
standards that ﬁustvbe satisfied before accésé to infogﬁéﬁibn_”
clé#sified iﬁ éééh'of thé'three nationai security élaégifiéétiénﬁ

designations iS'permitted.

* Dpepartment of Justice has objected to the inclusion of this
provision which specifically authorizes the collection of
background data on individuals, finding an executive order on
classification an inappropriate vehicle in which to address the
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4-102. Controls shall be established by each agency to
ensure that classified information is used, processed,:stored,
reproduced, transmitted, and destroyed only under conditions that
- will provide adequate. protection 2nd prevent access by
unauthorized persons} Or ig inating agencies may place
restrictions on the reproduction of classified documentssand
establish other accountabil ity coatrols in conformity with this ’
policy of protecting classified information from unauthorlzed dlsclosure

4-103. Classified information shall not be disseminated
out51de the Executlve Branch excenu under conditions which ensure
that the jnformation will be given. .protection equivalent to that
afforded within the Executive Branch. ;

A-104. Except as provided by directives issued by the
President throdgh the National Security Council, cla351f1ea |

1nformation origlnating in one agency may not be disseminated

out51de any other agency to which it has been made avallable

withont the consent of the originating agency.

4-2. Spec1a1 Access Programs.

| 4*201. agency heads de51gnaeed pursuant to Sectlon 1-201
may c;eate spec1al access programs to control access,’
dlstribution, and protectlon of particularly'sensitive B
-mforniatmn class:.fled pursuant to this Order or predecessor
orders.gé Proceaures governlng the creation, continuance, and L
malntenance of such soec1al access programs shall be developed by
these agency heado. Such programs may be created or continued

RS only at the wrltten directlon of these agency head Fopﬁspec1ai.
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access programs pertaining to intelligence activities (including
special activities), or intell igence sources’ Or methqu, this

- function willvbe exercised by the Director of Central
Intelligence, who shall ensupe_the_e;tablishmen;_gﬁ_qommon,
secur ity, access, dissemination and control standards for such

programs.

4-3 'Access by Historical Researchers and Former Presidential .

Appointees.

~ 4-301. The requ1remént in Section 4-101 that'access to
claésiéied information may be granted only as is essential go the
accbﬁﬁiishment ofrauthorized and lawful Government purposes qr
contracﬁﬁal obiigations may be waived in the exercise of_én
agency's sole discretion, as provided in Section:4~302, for

persons who:

(a)f‘aré engéged in historical research projects, or

r 4

{b) pré#idusly have occupied policy~making‘po$itions

td.which Ehey were appointed by the President.

: 4—302 Walvers under Sectlon 4 301 may be granted only 1f e
the agency w1th jurlsdlctlon over tho 1nformat10n 1n the exerclse

of 1ts sole dlscretzon-

B
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(a) determines in writing that access is consistent

with the interest of national security;

{b) takes appropr iate steps to protect classified
information from unauthorized disclosure oOr compromise, and
ensures that such information js safeguarded in a manner

" consistent with this Order; and

(c) 11m1ts tne access granted to former Pre51deqt1al
ap901ntees to items that the person originated, rev1ewed
51gned or received while serving as a PreSIdentlal

‘ appointee.

SECTION 5. IMPLEMENTATION AND REVIEW.

5-1. 6versigh£

5-2;ihInformatithSecurity'Oversight Office. e

: 5—101. The Natlonal Securlty Counc1l may review all matters

A w1th respect to the 1mplementat10n of this Order and sha11

prov1de overall pollcy dlrectlon for the Information Securlty
Program. The Nat10na1 Securlty Council shall be assisted in

these functlons by the Infornatlon Securlty Over51ght Orflce. h

. "{‘>': Sfte e

5 201. ;he Informatlon Securlty Over51ght office shall have o

a full—tlne Dlrector a9901nted by the A551stant to the Pres;dent
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president. The Assistant also shall have authority to appoint a
staff for the Office.

5- 202 The birector shall:

(a) oversee agency actions and review agency
implementing regulations to ensure compliance with this

Order and implementing directives;

({b) con51der and take actlon on complalnts and
suggestlons from persons w1th1n or outside the Government
with respect to the admlnlstratlon of the Information

Secur ity Program;

(é)» develop; in consultation with the agencies, and
promulgate, subject to the approval of the Natlonal Security

Counc1l dlrectlves for the 1molementat10n of this Order

_which shall be bindlng on the agencies;

(d)- report annually to the President through the
Nat1ona1 Security Counc11 on the implementation of thls
' Order;

e

f:'(e)" exerc1se case—by~case c1a351f1catlon authorlty in

'accordance w1th SeCthﬂ 1 205 and review requests for‘i

’:for1glnal c13551f1cat10n authorlty from agenc1es or off1cxa15

;fnor granted or1g1nal ClaSSIflcatlon authorlty pursuant to

‘“Sectlon 1 2, and B .
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(f) have authority,.consistent with the proteccive
purposes of this Ocrder, to require each agency to furnish
such reports or information as is necessary to fulf£ill the

Director's responsibilities.

5-3. General Responsibilities.

5-301. Agencies which originaté or handle classified

information shall:

(a) designate a senior agency officialvto direct and
administer an Information Secur ity Program tobincludc_aﬁ-
active oversight program to ensure effective implementétion
of this Order, which Progran shall familiarize agency énd
othér personnel who have access to classified informaticn
with the prov151ons of this Order and 1mplement1ng
‘dlrectlves and shall impress upon agency personnel thelr
responsibility to exerc1se vigilance in complylng w1th this

Order;

(b) establish a process to decide appea‘s from denlals h

.dfﬁdeclassification requests submitted pursuant to Sectlon .

3-4; and

(c) establish proceduras to prevent unnecesoary access

to.classified informatlon, including procedures whlch

Approved For Release 2005/08/02 : CIA-RDP87B01034R000200050052-2. o




require that a demonstrable need for access to classified

information is established before initiating administrative
clearanee proeedures} and which ensures‘that the number of-
personé graﬁted access to classified information is reduced
to and maintained at the minimum number that is consistent

with operational and security requirements and needs.

f 5-302. Unc1a351f1ed regulatlons or guldellnes that

establish agency 1nformatlon security policy shall be publlshea

in the Federal Register.
5—-4. Sanctions.

5~401. if the Dlrector, Information Securety Oversight
OEflce, flnds that a violation of this Order or any 1np1ement1ng
directive may have occurred the Director shall make a report to
‘the head of the agency concerned so that corrective steps, 1if
approprlate, may be taken.
' 5—402 of ficers and employees of the United States

Government shall be subject to anoroprlate sanctlons if they,

(a) kn0w1ngly, w111ful y or negligently dlsclose
-w1thout authorlzatlon 1nfor3at10n properly ClaSSlfled vnder

thlS Order or predecessor orders- or

(b) know1ng1y and w111fu11y classify or continue the

vcla551f1cat10n of 1nfornat10n in violation of thls Order or

A
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{c) knowingly, willfully or negligently wviolate any

other provision of this Order or implementing directive.

5-403. Unauthorized disclosure for purposes of this Section
includes either a communication or physical transfer of

.classified information to an unauthorized person.

5-404. Sanctions méy ihclude réprimand,.suspensionuﬁithout
pay, removal,'termination of éléssificatioﬁ authority, 6: qfhér
'éanction in accordance with applicable laﬁ and agency reéu}atidn,
5—465. Agency heaés shall ensure that appropriaté and

prompt corrective action is taken whenever a violation under

Section 5-402 occurs.

SECTION 6. GENERAL PROVISIONS.

6-1. Definitions.

6-101. "agency" has the meaning provided at 5 U.S.C.
552(e).

6— 102 "Infornatloﬂ“ 1nclud°s any 1nformat10n or naterlal

regardless of 1ts phy51ca1 form or characterlstlcs, that 15 owned

by, produced by, produced for, or is under the control of the

Unlted 8t ates Governnent

.6 103 "Cla551f1ed 1nfornat10n means. 1nformaulon that has

been deternlned pursuanb to "this Order or any pgedecessor order
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to require protection against unauthorized disclosure and that is

so designated.
6-104. "Forelgn government information" mneans:

(a) Any document, material, or information provided by
a foreign government or governments, an internationalr
_organization of governments, oOr ény element thereof with the
expectation, expressed or impl ied, that the document, |
material, information, or the source of the document,

material, or information is to be held in confidence; or

(b) Any information or mater ial produced by the United
'States pursuant to or as a result of a joint arrangement,
Wlth a foreign government or organization of governments,

requlrlng that the 1nformat10n, the arrangement, or both be

"!held»ln confldence.

”46—105.'7"Nationa1 secur ity” means the national defense and
"foreién relations of the United States;

_.6 106. "Confidential source” means the identity of any .
1sdivzduai ot erganlzatlon which has provided, or which nay
reasonably be expected to prov1de, 1nformatlon to the Unlted
States on matters pertalnlng to the natlonal securltj w1th the

expectatlon, expressed or impl ied, that the information or

relatlonshlp or both be held in conﬁldence.
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6—2. General.

6-201. Nothing in this Order shall supersede any
requiremqu‘made?pyiqq:un@egfgheiA:gmie Energy Ae;ggg 1954, as
amended. "pestricted Data"” and information designated as
"pormerly Restricted Data"” shall be handled, protected,
classified, downgraded, and declassified in conformity with the
provisions of the Atomic Energy Act of 1954, as amended,«aﬁd
regulatlons 1ssued pursuant thereto. .

6—202 - The Attorney General, upon request by the head of an
agency, his duly designated representative, or the Dlrector of
the Information Security Oversight Office, shall personally or
through authorlzed representatives of the Department of Justlce
render an interpretation of this Order with respect to any
question_apising in the course of its administration.

6~203; E%ecutive Order No. 12065 of June 28, 1978, is-t
revoked as of the”effective date of this Order. . |

6-204. This Order shall become effective on

los1i.
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